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08Q DATA PROTECTION POLICY 
 

1. Introduction 
Newham College is registered as a Data Controller under the Data Protection Act 
1998 and from 25 May 2018 under the General Data Protection Regulation. The 
College is considered a public authority under the Freedom of Information Act 2000. 
Registration is renewed annually. 
 
Data Protection Register 
Registration Number: Z1573620 
Data Controller: Newham College of Further Education 
Address:  
High Street South 
EastHam 
E6 6ER 
 
Further details regarding registration are available via http://www.ico.org.uk 
 
The College needs to keep certain information about its employees, students and 
other users to allow it to monitor performance, achievements, and health and 
safety, for example.  It is also necessary to process information so that staff can be 
recruited and paid, courses organised and legal obligations to funding bodies and 
government complied with.  To comply with the law, information must be collected 
and used fairly, stored safely and not disclosed to any other person unlawfully.  To 
do this, the College must comply with the Data Protection Principles which are set 
out in the Data Protection Act 1998 (the 1998 Act) and in the General Data 
Protection Regulation.  In summary, these state that personal data shall 

 
• Be obtained and processed fairly and lawfully and shall not be processed unless 

certain conditions are met 
 

• Be obtained for a specified and lawful purpose and shall not be processed in any 
manner incompatible with that purpose 
 

• Be adequate, relevant and not excessive for those purposes. 
 

• Be accurate and kept up to date. 
 

• Not be kept for longer than is necessary for that purpose. 
 

• Be processed in accordance with the data subject’s rights. 
 

• Be kept safe from unauthorised access, accidental loss or destruction. 
 

• Not be transferred to a country outside the European Economic Area, unless  
that country has equivalent levels of protection for personal data. 

 
The College and all staff or others who process or use any personal information must 
ensure that they follow these principles at all times.  In order to ensure that this 
happens, the College has developed the Data Protection Policy. 
 

http://www.ico.org.uk/
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Please refer to Appendix I for the College Data Breach Reporting Procedure, 
Appendix II for the College Data Breach Reporting Form and Appendix III for the 
College Information Retention Schedule.  
 

2. Status of the Policy 
This policy sets out the rules on data protection and the legal conditions that must 
be satisfied in relation to the obtaining, handling, processing, storage, transportation 
and destruction of personal information. 
 
The Data Protection Officer is responsible for ensuring compliance with the Data 
Protection Act. That post is held by the Clerk to the Corporation. Any questions or 
concerns about the operation of this policy should be referred to the policy owner in 
the first instance. 
 
This policy does not form part of the formal contract of employment, but it is a 
condition of employment that employees will abide by the rules and policies made 
by the College from time to time.  Any failure to follow the policy can therefore 
result in disciplinary proceedings. 

 
Any member of staff, who considers that the policy has not been followed in respect 
of personal data about themselves, should raise the matter with their line manager 
initially or the Data Protection Officer.  If the matter is not resolved it should be 
raised as a formal grievance. 

 
 

3. Definition of Data Protection Terms 
 
Personal Data 
Data Protection legislation applies to personal information relating to a living 
person.  It applies not only to computerised or automated personal data, but also to 
information held in manual filing systems.  Included are such items of information as 
name, date of birth, contact details, title and gender, but also less obviously 
personal data such as IP addresses, online identifiers and pseudonyms. The 
legislation also applies to any records where an individual can be directly or 
indirectly identified from the information present, even where the name is not 
included. 
  
Sensitive Personal Data 
Also known as Special Category Data, this is the subset of Personal Data where the 
data items are especially sensitive and need a greater level of protection.  These 
include ethnic origin, health data, religion, sexual orientation, details of trade union 
membership, political beliefs and biometric information.  

 
Data Controllers 
The legal entity who makes the decisions with regards to personal data, including 
decisions regarding the purposes for which personal data is processed and the way 
way in which it is processed. 
 
Data Subject 
For this policy includes all living individuals about whom we hold personal 
information. 
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Data Users 
For this policy includes all employees whose work involves using personal data. Data 
users have a duty to protect the information they handle by following our data 
protection and security policies always. 
 
Data Processors 
The legal entity who processes personal data on behalf of a Data Controller. 
Employees of data controllers are excluded from this definition but it could include 
suppliers which handle personal data on our behalf. 
 
Processing 
Any activity that involves use of the data. It includes obtaining, recording or holding 
the data, or carrying out any operation or set of operations on the data including 
organising, amending, retrieving, using, disclosing, erasing or destroying it. 
Processing also includes transferring personal data to third parties. 

 
4. The College’s Responsibilities 

Under the Data Protection Act and the General Data Protection Regulation, the data 
protection principles set out the main responsibilities for the College.  These require 
that data shall be:  
  
a)  processed lawfully, fairly and in a transparent manner in relation to individuals 
b)  collected for specified, explicit and legitimate purposes and not further 

processed in a manner that is incompatible with those purposes 
c)  adequate, relevant and limited to what is necessary in relation to the purposes 

for which they are processed 
d)  accurate and, where necessary, kept up to date 
e)  kept in a form which permits identification of data subjects for no longer than is 

necessary for the purposes for which the personal data are processed 
f)  processed in a manner that ensures appropriate security of the personal data, 

including protection against unauthorised or unlawful processing  
  

The College must have a lawful basis for processing any personal information, and 
must make this clear in the form of a privacy notice. Please see the Staff Privacy 
Notice for more information. 
 

5. The Data Controller and the Designated Data Officers 
The College as a body corporate is the Data Controller under the Act and the Board 
is therefore ultimately responsible for compliance with the statutory legislative 
requirements. The Principal takes this overall responsibility for compliance and 
delegates the overseeing of the implementation, giving advice and dealing with the 
subject access requests to the Data Protection Officer. There are also designated 
Data Officers who deal with data on a day-to-day basis relating primarily to learner 
data and staff data matters.  

 
This College has two designated data officers.  They are: 

 
♦ Vice Principal Planning and Funding for student issues and  
♦ Director of Human Resources & Legal Services for staff issues. 
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5.  The Rights of Individuals Whose Data is Processed by the College 
 
1. The right to be informed 
The College is obliged to provide fair processing information, and does so through its 
privacy notices available on the College website and at the point of collecting 
personal information.  

  
2. The right of access 
Individuals have the right to access their personal data, and this access will be 
provided as quickly as possible – we are legally bound to provide the data within one 
calendar month.  This data will usually be provided free of charge, with the only 
exceptions being where the request is found to be unfounded, excessive or 
repetitive.  

  
3. The right to rectification 
Individuals are entitled to have personal data rectified if it is inaccurate or 
incomplete. 

  
4. The right to erasure  
An individual is entitled to request the deletion or removal of personal data where 
there is no compelling reason for its continued processing.  It should be noted that 
the College has a legal obligation to process and retain much of the personal 
information it holds and erase of certain information would be in breach of that 
legal requirement. 

  
5. The right to restrict processing 
Individuals have the right to restrict the College from processing certain aspects of 
their personal data if one of the following circumstances applies:  

• The accuracy of the data is contested 
• The individual objects to the processing of the data in principle 
• The College’s processing of the data is unlawful 
• The College wishes to delete the data, but the individual has need of the 

data for legal purposes  
  

6.  The right to data portability 
Individuals may request an electronic copy of their personal data to use for their 
own purposes.  The College will make every effort to provide the data in a form that 
is useable and acceptable to the individual, and this will be done without charge.  

  
7.  The right to object 
Individuals have the right to object to:  

• Direct marketing – the College will stop processing for this purpose on 
receipt of an objection 

• Data processing for research or statistics – the College will engage with the 
individual to come to an agreement within the law 

• Data processing within the College’s legitimate interests - the College will 
engage with the individual to come to an agreement within the law.  

  
8.  Rights in relation to automated decision making and profiling 
Individuals who have any concerns about automated or computerised decision 
making should refer them to the Data Protection Officer.  
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6.  Responsibilities of Staff 

• To ensure that any information that they provide to the College in connection 
with their employment is accurate and up to date. 

• To inform the College of any changes to information, which they have provided  
• To check the information that the College will send out from time to time, giving 

details of information kept and processed about staff, and change any 
information that is incorrect or incomplete 

• To comply with the guidelines for data collection and processing when, as part 
of their responsibilities, they collect information about other people (student 
course work, performance reviews and opinions about performance, references 
or details of personal circumstances) 

 
7.  Responsibilities of Students 

• To ensure that all personal data provided to the College is accurate and up to 
date 

• To ensure that changes of address, next of kin etc. are notified to the College, 
preferably via Registration Services 

• To report to the College’s IT Services team if they suspect their account security 
has been breached or has been infected with malware.  

 
8.  Data Security 

Alongside our ‘Privacy by Design’ approach to protecting personal information, we 
also have a legal, regulatory and business obligation to ensure the maximum 
security of data that is processed including when it is shared, disclosed and 
transferred.  
 
Please refer to the College Information Systems Security Policy to provide more 
details about the measures and controls that we take to protect personal 
information and to ensure its continued security with regard to the College network, 
connected devices, information systems, email and storage. 

 
In cases where such off-site processing is felt to be necessary or appropriate, the 
agreement of the relevant Data Officer must be obtained, and all the security 
guidelines given in this document must still be followed. 
 
Please refer to the Remote Working Policy for more information around accessing 
personal data outside of the College network and the protocols around doing so 
securely once the appropriate permissions have been granted. 

 
For some information the risks of failure to provide adequate security may be so 
high that it should never be taken home. This might include payroll information, 
addresses of students and staff, disciplinary or appraisal records or bank account 
details. Exceptions to this may only be with the explicit agreement of the Principal 
and CEO. 
 
When personal data is destroyed this must be in accordance with secure destruction 
arrangements.  Please refer to the Confidential Waste Disposal Policy which outlines 
the procedure to be used for the disposal of personal information. Data must not be 
thrown into general rubbish bins.  Particular care must be taken when away from 
College premises and you should protect against accidental disclosure.   
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9.  Loss or Theft of Personal Information 

The College definition of a personal data breach for the purposes of this policy is any 
breach of security, lack of controls, system or human failure, error or issue that leads 
to, or results in, the destruction, loss, alteration, unauthorised disclosure of, or 
access to, personal data.  

 
It is the responsibility of the Data Protection Officer to review and investigate any 
data breach involving personal information, regardless of the severity, impact or 
containment. All incidences of loss or theft of personal information must be 
reported immediately to the College’s Data Protection Officer.  

 
Examples of an information breach: 
• Finding confidential/personal information either in hard copy or on a portable 

storage device outside College premises or in any of the College’s unsecured 
common areas 

• Finding any records about a staff member, student, or applicant in any location 
outside College premises or in any of the College’s unsecured common areas 

• Passing information to unauthorised persons either verbally, in writing or 
electronically. 

 
The Data Protection Officer will retain a central register of all such incidents 
occurring within the College whether or not they resulted in a breach. 
 
Please refer to Appendix I for the College Data Breach Reporting Procedure. 

 
10.  Rights to Access Information 

Staff, students and other users of the College have the right to access any personal 
data that is being kept about them either on computer or in certain files.  Any 
student who wishes to exercise this right should complete the College “Access to 
Information” form and submit to a member of the Registration Services or 
Admissions Teams. Staff should contact Human Resources for their own information 
and complete a Data Subject Access Request Form. 

 
From 25 May 2018, an access to information request will be free of charge unless 
the information requested is sizeable and resource intensive to collate and make 
available. In which case a small fee may be payable.  

 
The College aims to comply with requests for access to personal information as 
quickly as possible, but will ensure that it is provided within 30 days unless there is 
good reason for delay. In such cases, the reason for delay will be explained in writing 
to the data subject making the request. 

 
Please note that the right of access to data is subject to a limited number of 
exceptions in the interests of national/public security, public interests, crime 
prevention and law enforcement. 
 

11.  Subject Consent 
In many cases, the College can only process personal data with the consent of the 
individual.  In some cases, if the data is sensitive, explicit consent must be obtained.   
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Agreement to the College processing some specified classes of personal data is a 
condition of acceptance of a student onto any course, and a condition of 
employment for staff.  This includes information about previous criminal 
convictions. 

 
Some jobs or courses will bring the applicants into contact with children, including 
young people below the age of 18.  The College has a duty under the Children Act 
and other enactments to ensure that staff are suitable for the job, and students for 
the courses offered.  The College also has a duty of care to all staff and students and 
must, therefore, make sure that employees and those who use the College facilities 
do not pose a threat or danger to other users. 

 
The College will also ask for information about particular health needs, such as 
allergies to particular forms of medication, or any conditions such as asthma or 
diabetes.  The College will use the information in the protection of the health and 
safety of the individual, but will need consent to process in the event of a medical 
emergency, or when seeking to support an individual's condition in conjunction with 
its welfare section and occupational health provider. 

 
12.  Processing Sensitive Personal Information 

Sometimes it is necessary to process information about a person’s health, criminal 
convictions, race and gender and family details. This may be to ensure the College is 
a safe place for everyone, or to operate other College policies, such as the sick pay 
policy or equal opportunities policy.  

 
13.  Retention of Data 

Information pertaining to staff and student records will be held in accordance with 
the College’s Data Retention Schedule. 

 
The College will keep some forms of information for longer than others. Information 
should not be kept indefinitely unless legally required to do so. In line with Principle 
5 of the Data Protection Act, information should not be kept longer than is necessary 
to complete the processing activity that the information was originally collected for. 

 
Appendix II gives a breakdown of timescales for the retention of the various types of 
information used by the College. 

 
14.  Review 

This Policy will be reviewed on a regular basis in accordance with legislative 
developments and the need for good practice by the Directorate of Human 
Resources, in conjunction with relevant parties. 
. 
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Appendix I – College Data Breach Reporting Procedure 

Where there is a data breach within the College, it is a legal requirement to notify the 
Information Commissioners Office within 72 hours and the individuals concerned as soon as 
possible in certain situations. It is essential therefore that all data breaches, no matter how 
big or small, are reported to us.  
 
This Procedure should be followed by all staff. At all stages of this procedure, our Data 
Protection Officer and College Management will decide whether to seek legal advice. This 
procedure will also apply where we are notified by any third parties that process personal 
data on our behalf that they have had a data breach which affects our personal data. 
 
The procedure is set out below.  Any failure to follow this procedure may result in 
disciplinary action. 
 
IDENTIFYING AND REPORTING A DATA BREACH 

If you discover a data breach, however big or small, you must report this to our Data 
Protection Officer immediately. The Data Protection Officer is the Clerk to the 
Corporation and can be contacted by email at dpo@newham.ac.uk. Any other questions 
about the operation of this procedure or any concerns that the procedure has not been 
followed should be referred in the first instance to the Data Protection Officer. 

A data breach could be as simple as you putting a letter in the wrong envelope and 
therefore even the most minor data breaches must be reported.  

False alarms or even breaches that do not cause any harm to individuals or to the 
College should nevertheless be reported as it will enable us to learn lessons in how we 
respond and the remedial action we put in place. 

We have a legal obligation to keep a register of all data breaches, no matter how big or 
small and no matter whether any harm was caused. Please ensure that you do report 
any breach, even if you are unsure whether or not it is a breach. 
 
 
 
BECOMING AWARE OF A DATA BREACH - INVESTIGATING 

We become aware of a data breach when we have a reasonable degree of certainty that 
a security incident has occurred that has led to personal data being compromised. From 
this point, our time limit for notification to the Information Commissioners Office will 
commence. 

When you report a data breach to our Data Protection Officer, our Data Protection 
Officer will promptly investigate the breach to ascertain whether we are fully aware that 
are breach has occurred that has led to personal data being compromised. 

THIS WILL BE DONE WITHIN 24 HOURS OF A BREACH BEING REPORTED TO US. 
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FORMULATING A RECOVERY PLAN 

Our Data Protection Officer and senior management will investigate the breach and 
consider a recovery plan to minimise the risk to individuals. As part of the recovery plan, 
our Data Protection Officer and the Senior Management Team may interview any key 
individuals involved in the breach to determine how the breach occurred and what 
actions have been taken.   

THIS WILL BE DONE WITHIN 24 HOURS OF ASSESSING THE BREACH. 
 

NOTIFYING A DATA BREACH TO THE INFORMATION COMMISSIONERS OFFICE 

Unless the breach is unlikely to result in a risk to the rights and freedoms of individuals, 
we must notify the breach to the ICO within 72 hours of becoming aware of the breach. 
We must also notify the individuals concerned as soon as possible where the breach is 
likely to result in a high risk to their rights and freedoms.  

The notification will be made by our Data Protection Officer – please be aware that 
under no circumstances must you try and deal with a data breach yourself. 

THIS WILL BE DONE WITHIN 72 HOURS OF BECOMING AWARE OF THE BREACH. 
 
 

NOTIFYING A DATA BREACH TO INDIVIDUALS 

We must also notify the individuals concerned as soon as possible where the breach is 
likely to result in a high risk to their rights and freedoms.  

The content of the notification will be drafted by our Data Protection Officer and in 
conjunction with consulting the Information Commissioners Office if considered 
necessary. We will notify individuals in clear and plain language and in a transparent 
manner (for example by email, SMS or letter). Please be aware that under no 
circumstances must you try and deal with a data breach yourself. 

In some circumstances, we may not need to notify the affected individuals. Our Data 
Protection Officer will decide whether this is the case. 

THIS WILL BE DONE AS SOON AS POSSIBLE AFTER WE BECOME AWARE OF THE 
BREACH. 
 
 

NOTIFYING A DATA BREACH TO OTHER RELEVANT PARTIES 

We may also consider that it is necessary to notify other third parties about the data breach 
depending on the nature of the breach. This could include:  

• Insurers 

• Police 
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• Employees 

• Parents/Guardians 

• Sponsors 

• Banks 

• Contract counterparties  

The decision as to whether any third parties need to be notified will be made by our Data 
Protection Officer and management. They will decide on the content of such notifications. 

THIS WILL BE DONE WITHIN 5 DAYS OF BECOMING AWARE OF A DATA BREACH. 
 
 

CONSIDER WHETHER NOTIFICATIONS NEED TO BE UPDATED 

We need to keep the Information Commissioners Office up to date about the data 
breach. If anything changes from the time we send the initial notification to the 
Information Commissioners Office, our Data Protection Officer will consider whether we 
need to update the ICO about the data breach. 

THIS WILL BE CONSIDERED ON AN ONGOING BASIS.  
 
 

EVALUATION AND RESPONSE 

The key to preventing further incidents is to ensure that the College learns from previous 
incidents. 

It is extremely important to identify the actions that the College needs to take to prevent 
a recurrence of the incident. Our Data Protection Officer and College Management Team 
will carry out an evaluation as to the effectiveness of our response to the data breach 
and document this in our Data Breach Register. 
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Appendix II–  College Data Breach Reporting Form 

DATA BREACH INCIDENT FORM 
DATA PROTECTION OFFICER/INVESTIGATOR DETAILS: 

NAME:  POSITION:  

DATE:  TIME:  

TEL:  EMAIL:  

INCIDENT INFORMATION: 

DATE/TIME OR PERIOD OF BREACH:  
DESCRIPTION & NATURE OF BREACH: 
 
 
  
TYPE OF BREACH:  

CATEGORIES OF DATA SUBJECTS AFFECTED:  

CATEGORIES OF PERSONAL DATA RECORDS CONCERNED:  

NO OF DATA SUBJECTS AFFECTED:  NO OF RECORDS INVOLVED:  
 

IMMEDIATE ACTION TAKEN TO CONTAIN/MITIGATE BREACH: 

 
 
 
 
 

STAFF INVOLVED IN BREACH:  

PROCEDURES INVOLVED IN BREACH:  

THIRD PARTIES INVOLVED IN BREACH:  

BREACH NOTIFICATIONS: 

WAS THE SUPERVISORY AUTHORITY NOTIFIED? YES/NO 

IF YES, WAS THIS WITHIN 72 HOURS? YES/NO/NA 

If no to the above, provide reason(s) for delay 
 
 

IF APPLICABLE, WAS THE BELOW INFORMATION PROVIDED? YES NO 
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A description of the nature of the personal data breach   

The categories and approximate number of data subjects affected   

The categories and approximate number of personal data records concerned   

The name and contact details of the Data Protection Officer and/or any other 
relevant point of contact (for obtaining further information) 

  

A description of the likely consequences of the personal data breach   

A description of the measures taken or proposed to be taken to address the 
personal data breach (including measures to mitigate its possible adverse 
effects) 

  

WAS NOTIFICATION PROVIDED TO DATA SUBJECT? YES/NO 

INVESTIGATION INFORMATION & OUTCOME ACTIONS: 

DETAILS OF INCIDENT INVESTIGATION: 

 
 
 
 

PROCEDURE(S) REVISED DUE TO BREACH: 
 
  
STAFF TRAINING PROVIDED: (if applicable)  

DETAILS OF ACTIONS TAKEN AND INVESTIGATION OUTCOMES: 

 
 
 

HAVE THE MITIGATING ACTIONS PRVENTED THE BREACH FROM OCCURRING AGAIN? (Describe) 

 
 
 

WERE APPROPRIATE TECHNICAL PROTECTION MEASURES IN PLACE? YES/NO 

If yes to the above, describe measures 
 
 
 

Investigator Signature: ____________________                        Date: __________________ 
 
Investigator Name:       ____________________                         Authorised by: _________________ 

Appendix III - Data Retention Policy and Schedule 
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This Retention Policy explains how the College complies with our legal obligation not to keep 
personal information for longer than we need it and sets out when different types of 
personal information will be deleted. In particular, it sets out details of the College’s policies 
for the retention of sensitive personal information. 

Data Retention Periods 

The College has assessed the types of personal data that the College holds and the purposes 
the College use it for. The table below sets out the retention periods that the College has set 
for the different departments within the College, and the different types of data that they 
each hold. 

If any member of College Personnel considers that a particular piece of personal data needs 
to be kept for more or less time than the period set out in this policy, please contact the 
document owner or the Data Protection Officer for guidance. 

Retention Periods for Different Categories of Data 

It is important to remember that data retention looks at all data streams and one size does 
not fit all. Defined retention periods should be set in relation to each category of personal 
data. When setting data retention periods, consideration should be given to the following: 

• the purpose for which the data was obtained; 

• whether the purpose has been fulfilled; and 

• statutory and legal obligations to keep data for a certain length of time as 
defined in processing contracts or by UK law; and 

• whether the data needs to be retained for any potential legal claims. 

 

Changes to this Policy 

The College reserves the right to change this policy at any time.
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DEPT RECORD RETENTION PERIOD ACTION JUSTIFICATION OWNER 

Name of 
Department 

Information, Data or Record 
Period for retaining record 

in Years Destroy, archive, review etc 

Legal basis for adhering to action Staff member with 
responsibility for reviewing 

retention schedules and 
actions 

HR Payroll records Current Tax year + 5 Destroy HMRC Policy Payroll Manager 

HR Timesheets Current Academic Year + 2 Destroy College Policy Payroll Manager 

HR Salary Details Current Tax Year +5 Destroy HMRC Policy Payroll Manager 

HR Overtime Records Date of Termination +3 Destroy College Policy Payroll Manager 

HR P45 Current Tax Year +5 Destroy HMRC Policy Payroll Manager 

HR P60 Lists Current Tax Year +2 Destroy College Policy Payroll Manager 

HR Current Staff Details Retain and check Currency Retain CIPD Recommendation HR Manager 

HR Former Staff Details Date of Termination +6 Destroy CIPD Recommendation HR Manager 

HR Occupational Health Reports Date of Termination +4 Destroy College Policy Employee Relations 
Manager 

HR Exit Interview Forms Date of Termination +1 Destroy College Policy Employee Relations 
Manager 

HR Employment Tribunal Records Date of Hearing +1 Destroy College Policy Employee Relations 
Manager 

HR References Date of Termination +3 Destroy College Policy HR Manager 

HR Disciplinary Records Date of expiry  +1 Destroy College Policy Employee Relations 
Manager 

HR Data held on SFP Date of Termination +6 Destroy College Policy Director of HR 
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HR Personnel Files Date of Termination +6 Destroy College Policy Director of HR 

HR Training Records Date of Termination +6 Destroy College Policy Employee Relations 
Manager 

HR Trade Union Agreements Active +10 Destroy College Policy Employee Relations 
Manager 

HR Recruitment Records 6 months Destroy CIPD Recommendation HR Manager 

HR Unsuccessful Post Applications 1 year Destroy CIPD Recommendation HR Manager 

HR Interview Notes 1 Year Destroy CIPD Recommendation HR Manager 

FINANCE Annual Accounts  Permanent College Policy Director of Finance 

FINANCE Monthly Financial Statements Current Ac Year +2 Destroy College Policy Director of Finance 

FINANCE Internal Audit Reports Current Ac Year +2 Destroy College Policy Director of Finance 

FINANCE External Audit Reports  Permanent College Policy Director of Finance 

FINANCE Tax documentation Current Financial Year+5 Destroy VAT Act 1994 Director of Finance 

FINANCE Student Bursary Files / 
Student Fees 

Current Financial Year+5 Destroy College Policy Director of Finance 

FINANCE Invoices/Orders/Purchase 
Records 

Current Tax Year+5 Destroy College Policy Director of Finance 

FINANCE Insurance Policies 40 Hold in Safe Legislation Director of Finance 

FINANCE Employer Liability Claims Permanent Archive Legislation Director of Finance 

ESTATES Health and Safety Reports Current Academic Year+5 Destroy College Policy Director of Estates 

ESTATES Health and Safety Records 40 (COSHH) Archive College Policy Director of Estates 

ESTATES Legal Documentation Permanent Archive College Policy Director of Estates 
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ESTATES Risk Assessment Reports Year of Assessment +3 Destroy MOHASATR 1992 Director of Estates 

ESTATES Accident Book 4 years from date of last 
entry Archive Legislation Director of Estates 

ESTATES Safety Training Records Current Academic Year +6 Destroy Legislation Director of Estates 

ESTATES Fire Safety Certificates Permanent Archive Legislation Director of Estates 

ESTATES Fire Risk Assessment and Fire 
Plans 

Active Archive Legislation Director of Estates 

ESTATES Fire Occurrence Records Current Academic Year +5 Destroy College Policy Director of Estates 

ESTATES Building Plans Permanent Available College Policy Director of Estates 

ESTATES CCTV recordings 28 days Destroy unless legally 
required 

College Policy Director of Estates 

STUDENT 
SERVICES Application Forms Current Academic Year +2 Destroy College Policy Director of Student 

Services 

STUDENT 
SERVICES Visitor Sign In Book Current Academic Year Destroy College Policy Director of Student 

Services 

MARKETING Promotional 
Material/Prospectus/PR 

Current Academic Year + 
Archive Archive College Policy Director of Marketing 

REGISTRY Student Registration Files Current Academic Year +8 Destroy College Policy Director of Registry 

REGISTRY Student Registration Files 
(ESF) 

Current Academic Year +10 Destroy Legislation Director of Registry 

REGISTRY Registers Current Academic Year +8 Destroy Legislation Director of Registry 

REGISTRY Student Records Current Academic Year +8 Destroy College Policy Director of Registry 

REGISTRY Individual Learning Plans Current Academic Year +4 Destroy College Policy Director of Registry 
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REGISTRY Exam Results 10 Destroy  Director of Registry 

REGISTRY Class Lists Current Academic Year +2 Destroy College Policy Director of Registry 

REGISTRY National Qualification 
Documentation 

Life of Qualification Destroy External Regulations Director of Registry 

REGISTRY 
Open University Accredited 

Student Enrolment and 
Assessment Information 

120 Years 
Destroy 

External Regulations Director of Registry 

CIPS Enterprise Steps Project 
Documentation 

2033 Destroy Project Regulations Director of CIPS 

IT Service Desk Ticket 
Information 

Current Academic Year +1 Destroy College Policy Director of IT 

IT Operating Logs Current Academic Year +1 Destroy College Policy Director of IT 

IT Network Accounts Staff End Date + 2 Destroy College Policy Director of IT 

IT Security Incident Reports Current Academic Year + 5 Destroy Legislation Director of IT 

IT Office 365 Content 7 years from creation date Destroy Legislation Director of IT 

IT Office 365 – Credit Card 
Information 

1 Month Destroy College Policy Director of IT 

QUALITY Internal Inspections Current Academic Year + 2 Destroy College Policy Director of Quality 

QUALITY Lesson Observations Current Academic Year + 2 Destroy College Policy Director of Quality 

QUALITY SAR Documentation Current Academic Year + 4 Destroy College Policy Director of Quality 

CORPORATION Annual Reports and Accounts Permanent Archive College Policy Clerk to the Corporation 

CORPORATION Policy Documents Active + 5 Destroy College Policy Clerk to the Corporation 

CORPORATION Board Committee Papers Current Academic Year +5 Destroy College Policy Clerk to the Corporation 
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CORPORATION Board Minutes Permanent Archive College Policy Clerk to the Corporation 

CLT/Exec Senior Management Team 
Papers/Minutes 

Current Academic Year +5 Destroy College Policy Clerk to the Corporation 
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